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1. General functions: country risk platform & humint activities

OSINT & SOCMINT HUMINT

ﬁ

Choice & source Selection of keywords GATHERING OF HUMAN
validation for specic areas INFORMATION INTELLIGENCE &
@ INTERNATIONAL
Social media search Formulation of ontologies RELATIONS
and message channels for specic topics -
ANALYSIS L
A
ON-THE-GROUND
g% Information gathering INTEGRATION OF MONITORING
| THE SOURCES
@: Data Analysis ‘JLI =
DETAILED
REPORT

Focus and alerts

Denition of the on high risk zones, ﬁ INTEGRATED |

REPORT

risk indicators armed groups and
critical events
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2. Choice and validation of open and social media sources
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OSINT

Dominio Platform main source:

S

 Feed RSS
* News Aggregator

S

e Public Database
e Institutional sources
e International sources

The information that we gather are rated
with our company model, based on the
reliability of source and the evaluation of
the information.

Reliability of Source
Rating Attribute Description
& ikl No doubt of authenticity, trustworthiness, or competency; has a
eliable
history of complete reliability
; Minor doubt about authenticity, trustworthiness, or competency;
B Usually Reliable ) B ) :
has a history of valid information most of the time
) ) Doubt of authenticity, trustworthiness, or competency but has
C Fairly Reliable ; O T
provided valid information in the past
) Significant doubt about authenticity, trustworthiness, or
D Not Usually Reliable ) 8 -
competency but has provided valid information in the past
) Lacking in authenticity, trustworthiness, and competency; history
E Unreliable . i :
of invalid information
F Cannot Be Judged No basis exists for evaluating the reliability of the source

Confirmed by other independent sources; logical in itself;

1 Confirmed ) : ] ) )

Consistent with other information on the subject

Not confirmed; logical in itself; consistent with other information
2 Probably True )

on the subject

) Not confirmed; reasonably logical in itself; agrees with some other

3 Possibly True . ) E

information on the subject

Not confirmed; possible but not logical; no other information on
4 Doubtfully True )

the subject

Not confirmed; not logical in itself; contradicted by other
5 Improbable ) ) )

information on the subject
6 Cannot Be Judged No basis exists for evaluating the validity of the information
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SOCMINT

Starting from the platform outputs, our
analyst carry out a manul analysis of

those who are identied by the most
used social networks, highlighting the

social media main triggers

o?

 Followers

e Likes

e Comments

e Number of shares




3. Platform areas and ontologies

Keywords selection
for specic topics

Local level
Creation of the

Ontologies

Integration of the Ontologies
Into Dominio Platform




4. Platform data gathering & analysis

Stam
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B

RSS Feed

Public Dbs

o?

Social Media

Aggregator

_//DOMIN/O

COUNTRY THREAT ASSTSsMTENT

;)/O

//IDOMIN/O

T'ravel Security

//IDOMIN/O

Fraud Prevention

//IDOMIN/O

Open Source Intelligence

//IDOMIN/O

Supply Chain Security

/IDOMIN/O

Due Diligence

//IDOMIN/O

Cyber & Privacy Governance

//IDOMIN/O

Web Reputation (in fase di sviluppo)

Download Full Report

Executive summary

The Tri-Border Area (TBA), refers 10 an area that includes Brazil, Argentna and Paraguay
This area is commonly defined by the followng three urban areas and the infrastructure
connecting them: the Brazdian city of Foz do iguagu, the city of Ciudad del Este
and the Argentine city of Puerto iguazi. The main focus of this report has been the analyss
of the main risk indicators which have been recognized as the man important ones,

The general nisk level, computed by the average of the values of 4 specfic nsk ndicators
(Terrorism, Drug Trafficking, llegal Arms trade and Other risks), ponts out 3 “Very High”
exposure 1o those threats n the Tr-border Area. In particular, the “Drug Trafficking” and the
“Temronsm” indicators have reached the highest nsk score, while “lllegal Arms trade” and
“Other Risks” ndicators are setied on 3 lower but sgnificant level,

Drug Tratficking Risk Indicator
b 9 Terroriem Risk indicator

-
A .cn VERY

L

Ofhr ank s Indicator

- = ~ -

Low
Low AN Bl

GENERAL RISK INDICATOR

HIGH
VERY MiGM

MEDIUM

SCRMcAL

1
COUNTEY THEEAT ASIESSHMENT
MENU
VENEZUELA * &
[ External Risk i
[€] Internal Risk MAP & DATA
i Political Risk REPORT DATE: 16/02/2017
Area: 912,050 sqkm
1) socio-Economic Risk z
Language: Spanish
? Insurgency Risk Religion: Roman Catholic
() Intelligence w Nt Time zone: GMT -45
Bt Population: 30,405,207 (World Bank, 2013)
N Open Source - 3
o) Intelligence Neighbours: Guyana, Brazil, Colombia
Capital city: Caracas
= i olombia
&' External link Colomt Primary port: Puerto Cabello
(7) Methodology Primary airport: Simén Bolivar International
Alrport, Maiquetia
* Download full report
Currency: Bolivar Fuerte (VEF)
RISK INDICATORS AT A GLANCE
COUNTRY RISK OVERALL
The greatest threat to stability in oil-rich Venezuela is economic as the government will
continue struggling to contain intensifying protests driven by high inflation and shortages of
focd/medicine and foreign currency, amid current low oil prices. Price and foreign-exchange
controls and threats of expropriation continue deteriorating the business environment. The
government is likely to continue sidelining the opposition-controlled legislature and
preventing early presidential and regional elections from taking place in 2017, Military support
3 8 o for Maduro will continue undermining the opposition prospects in the one-year outlook.
" Murder, theft, extortion, and kidnapping risks are rapidly deteriorating for regional standards.
Level @
Wo107-veryLow [ 08/15-Low 16/2.3 - Guarded [ 24/3.1 - Elevated
B :2/43- High B 4.4/6.4 - Severe B 6.5/10 - Very Severe
N Wy

2
E’ The full report shows the general
and specic risk indicators by

topic. The analyst manually, can add to
the report details on topics of interest,
e.g. armed groups.



5. OSINT Platform delivery mode

§|—B St am

.

_//DOMIN/O

COUNTZEY THREAT ASSESSMENT

SaasS

Possibility of annual subscription to the
service with ordinary maintenance
carried out by our technicians

Possibility of change the platform
according to customers requests

Possibility to receive a periodical
full-updated report with analyst’s
Integrations

Software as a service

Software on premise

Possibility of installing and integrating
the platform on customers systems

Periodical maintenance, training period
and agreed updates

,E Basic report

+

i@ Analyst integration



Human Intelligence
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6. On-the-ground monitoring
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€% Information gathering directly from risk areas

o

&% Link analysis on monitored subjects
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6. Targeted Engagement Activities (TEA)
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6. Targeted Engagement Activities (TEA)

E :
|

Target Identication

Tactical capabilities

Opinion & sentiment tracking

‘ Financial activities & support

Purpose

Geographic location
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6. Targeted Engagement Activities (TEA)
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INDIVIDUALS

ORGANIZATIONS

INSTITUTIONS

INFRASTRUCTURE

()

GEOGRAPHY

Culturally attuned analysis

Population engagement studies

Native & tribe exploitation

Human terrain mapping

Tailored, intuitive analytical visualization products

Targeted engagement activities

Actionable early warning through networks & relationships

Opinion & sentiment tracking

Strategic messaging & communications
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/. Humint detailed report
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Humint activities

%:ﬂ On-the-ground information

ﬁ Link analysis

% Direct link with security forces

n International relations

Detail report that targets specic
aspect and allows to deepen the analysis

&

g Detailed analysis

°~ Tailored analysis on areas of interest

15
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Osint / Humint
Integration
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8. Integrated final report 3 Sl

i N i
OSINT HUMINT
'/ /DOM'NI’O i 7 /ngm!sNSIR ‘/O Download Full Report - 1
R ST e P E Humint report
@ //DOMlmgU - a‘ﬁ On-the-ground information
RSS Feed , 7//IDOMIN/O |
( — € : : Detail report that targets specic
@ @ ( /IDOMIN/O ) @ Link anaIySIS aspect and allows to deepen the analysis
Public Dbs ' , 7 : .
Aggregator L /IDOMIN/O J % Direct link with security forces g Detailed analysis
o? | _/IDOMIN/O |
Social Media L S g, WS . .
/IDOMIN/O | n International relations ,9 Tailored analysis on areas of interest
/DOMIN/O : i
N i N
Collection of large amount of data ? Ability to collect more detailed information
. i .
and focus on wide areas with staff on the ground

INTEGRATED

REPORT
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HermesBay S.r.

@3, Viale Luca Gaurico 257 - Roma
QY Tel/Fax 0659 24 441

=] CF/P.IVA 12862061004

@ hermesbay.com

@ info@hermesbay.com
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STAM Strategic & Partners Group Ltd

71-75 Shelton Street Covent Garden - WC2H 9JQ London, UK
Tel / Fax +44 020 3949 9120
Company Reg. Number: 09539758  VAT: 264 5313 11

stamsolutions.com

@ DI & &

Info@stamsolutions.com
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